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Abstract

The introduction of diffusion models in anomaly
detection has paved the way for more effective
and accurate pseudo-healthy synthesis. However,
the current limitations in controlling noise gran-
ularity hinder the ability of diffusion models to
generalize across diverse anomaly types and com-
promise the restoration of healthy tissues. To over-
come these challenges, we propose AutoDDPM,
a novel approach that enhances the robust-
ness of diffusion models. AutoDDPM utilizes
diffusion models to generate initial likelihood
maps of potential anomalies and seamlessly inte-
grates healthy tissues in the de-noising process.
By re-sampling from the joint noised distribu-
tion, AutoDDPM achieves harmonization and in-
painting effects. Our study demonstrates the ef-
ficacy of AutoDDPM in replacing anomalous re-
gions while preserving healthy tissues, consid-
erably surpassing diffusion models’ limitations.
It also contributes valuable insights and analy-
sis on the limitations of current diffusion models,
promoting robust and interpretable anomaly de-
tection in medical imaging — an essential aspect
of building autonomous clinical decision systems
with higher interpretability.

Code: https://github.com/ci-ber/autoDDPM

1. Introduction

Anomaly detection involves identifying and characterizing
deviations from expected normal patterns or structures. Its
application holds immense potential for enhancing diagnos-
tic accuracy and ultimately improving patient outcomes in
clinical practice.
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Figure 1. We automatically generate initial anomaly masks using
diffusion models. The unmasked original healthy tissues are then
stitched to the reconstruction and incorporated into the de-noising
process. By re-sampling from their joint noised distribution, we
achieve harmonization and in-painting effects, resulting in accurate
pseudo-healthy (PH) reconstructions and precise anomaly maps.

Unsupervised methods for anomaly detection have gained
considerable attention in recent years, capitalizing on the
power of large-scale normal data to identify deviations or
abnormalities. In contrast to supervised methods, these
approaches do not require labeled anomaly samples during
training. This makes them more versatile and adaptable to
real-world scenarios, as they can generalize well to unseen
pathology and diverse clinical settings. In both computer
vision and medical domains, extensive research has been
conducted on anomaly detection, encompassing techniques
such as one-class classifiers (Ruff et al., 2018), knowledge
distillation (Bergmann et al., 2020; Salehi et al., 2021),
leveraging large nominal-banks (Roth et al., 2022), training
on sef-supervised pre-text tasks (Kascenas et al., 2022; Tan
et al., 2022), and restoration-based methods (You et al.,
2019; Zimmerer et al., 2019; Pawlowski et al., 2018).

Restoration-based methods aim at reconstructing input from
a latent representation which encodes features of the healthy
distribution. They hold particular significance in the medical
field, as they offer valuable interpretability by generating
pseudo-healthy (PH) reconstructions that aid clinicians in
comprehending the detected anomalies. By reconstructing
normal appearance in the absence of anomalies, clinicians
can better understand and assess the severity and impact of
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detected abnormalities. Traditionally, auto-encoders have
been widely used for anomaly detection and reconstruction
tasks (Yoon et al., 2021; You et al., 2019). However, they
present several challenges, such as difficulties in capturing
complex variations, restoring samples with high accuracy
from their latent representations, and limited generalization
capabilities across different anomaly types and sizes (Bercea
et al., 2022). Consequently, recent advancements in the
field have turned towards diffusion models as a promising
alternative for reconstruction-based approaches.

Diffusion models (Ho et al., 2020) have reignited the inter-
est in reconstruction-based anomaly detection approaches,
offering potential solutions to the challenges faced by auto-
encoders. These models employ de-noising techniques and
provide a more precise framework for anomaly detection
and restoration in medical images. Despite their promise,
diffusion models still face certain challenges. First, the
granularity, level, and type of noise applied in the diffusion
process significantly impacts the types of anomalies that
can be effectively detected (Wyatt et al., 2022). Typically,
in diffusion models, noise is introduced up to an interme-
diate level rather than complete random noise, aiming to
achieve a satisfactory reconstruction of the original image
while eliminating anomalies. The careful selection of this
noise level is crucial to strike a balance between anomaly
removal and preserving sufficient signal for accurate recon-
structions. However, different anomaly types and sizes may
require distinct noise distributions for effective reconstruc-
tion, posing a challenge for generalization across diverse
anomalies. Furthermore, the introduction of noise in the
diffusion process, while successfully removing anomalies,
can also disrupt healthy tissues beyond the possibility of
accurate restoration. Thus, finding an optimal trade-off be-
tween preserving healthy tissue information and effectively
removing anomalies remains a critical and challenging task.

Recent developments in diffusion models have addressed
these challenges through various approaches, including
adapting the noise distribution to match the target anomaly
distribution (Wyatt et al., 2022), employing context infor-
mation to enhance the de-noising process (Behrendt et al.,
2023), exploiting the characteristic of noise selection in
diffusion models for out-of-distribution detection (Graham
et al., 2022), or incorporating classifier guidance to augment
the detection and restoration process (Wolleb et al., 2022).
Recently, Bercea et al. (2023b) introduced an unsupervised
automatic in-painting pipeline for anomaly detection. Their
method involves utilizing latent generative techniques to
compute masks, followed by employing generative adversar-
ial networks (GANS5) to perform in-painting of pathologies
with pseuo-healthy tissues.

In contrast, our proposed method, AutoDDPM, offers a
novel alternative by utilizing a single diffusion model to

seamlessly integrate automatic masking and in-painting
tasks, eliminating the need for training additional networks.

The primary objective of our research is to enhance the ro-
bustness and generalizability of diffusion models in medical
anomaly detection. In summary our contributions are:

* We highlight the limitations of diffusion models, specif-
ically the challenge of selecting an appropriate noise
level for detecting stroke lesions of various sizes.

* We introduce a novel approach, termed AutoDDPM,
which addresses these limitations through the integra-
tion of automatic masking, stitching, and re-sampling
techniques for anomaly detection.

* We conduct two ablation studies to analyze the impact
of re-sampling and leveraging the inherent uncertainty
in the initial masking process.

2. De-noising Diffusion Probabilistic Models

Denoising Diffusion Probabilistic Models (DDPMs) work
in a two-phase process: a forward diffusion procedure
q(X¢jXt 1) progressively deteriorates data from a target dis-
tribution (Xp) to Gaussian noise Xt N (0; 1) at timestep
T. Step by step, the forward process adds Gaussian noise
scaled by a variance schedule ¢ that is set to increase lin-
early from ; =10 %upto 1 = 0:02 following (Ho et al.,
2020). For one step, the process is defined by

q(Xexe 1) = N (X¢; P1 Xt 15 tl): 6]
The reverse or denoising process then tries to learn
p (Xt 1jXt) to go back from Xt N (0; 1) and reverse
the deterioration of the forward model. It learns to generate
samples of (Xg) out of noise. There are several possi-
bilities on how to parameterize this generative model. In
this work, we estimate  (X¢; t) and fix the variance to

xi;t) = 117‘: ¢l as reported by Ho et al. (2020).
Thus, we derive the reverse process from T to 1 as:

P (X 1) = NXe 15 (Xe )5 Tel); 2
with ~¢ our fixed variance. We can then train a Unet (Ron-
neberger et al., 2015) to learn the noise  (X¢; t) at timestep
tand estimate  via:
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We can leverage this cumulative product expression of the
variance schedule up to timestep t to speed up the forward
process with the closed form:

q(XejXo) = N (Xt; IOTXO; @ o 4)
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With this formulation, we can efficiently sample training
data for random timesteps t ~ Uniform(2; T) and train
the model to reverse them.

To get the objective function, we decompose the variational
lower bound into three parts:
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and then apply reformulations and simplifications to arrive
at the simplified version for a single intermediate timestep:
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As stated by Ho et al. (2020) training this setup is beneficial
for sampling quality. We refer to the original DDPM paper
for more information on the derivations.

Lsimpte = Et [1:T:x0 qxo): N @:1)[K

3. Method

In this section, we demonstrate how our method lever-
ages a single pre-trained DDPM to perform initial anomaly
masking (subsection 3.1), stitching (subsection 3.2) and
re-sampling (subsection 3.3).

3.1. Anomaly Masks

We utilize initial anomaly maps as a guide for our pseudo-
healthy (PH) reconstruction. We obtain the anomaly masks
from initial reconstructions using high levels of noise.

In contrast to AnoDDPM !, our method is not as limited by
the requirement to preserve intricate healthy details and con-
textual information, such as specific brain structure features
like cortical folding, when generating high-quality pseudo-
healthy images.

Instead, we prioritize recall over precision as an optimal
setup. Therefore, we favor having more false positives in
the anomaly masks to ensure the comprehensive coverage
of all anomalies in subsequent steps. Consequently, the
limitations and trade-offs associated with AnoDDPM do not
apply to our approach. See Section 5.1 and Section 5.2 for
more details on the associated trade-offs.

In our study, we empirically set the noise level to t = 200,
which proved sufficient to remove all anomalies.

We compute the initial mask r based on the residual of

' AnoDDPM encompasses both the specific paper referred to as
such (Wyatt et al., 2022) and general methodologies that employ
diffusion models in a similar manner

the initial reconstruction Xg from noise level t = 200 and
the original image X. Since simple residuals tend to be
dependent to the underlying pixel intensities, we compute
the initial masks based on a combination of absolute and
perceptual differences as proposed by Bercea et al. (2023a):

m =normos(jRo Xj) Sipips(Ro; X); )

Finally, we dilate the obtained heatmaps rf with a kernel of
3 to enlarge the margins to the healthy tissues and binarize
the masks with a value of 1 marking a possible anomaly.

3.2. Stitching

Using the binarized masks rf, we apply two distinct oper-
ations. Firstly, utilizing the inverted mask, we generously
remove all anomalies from the original anomalous image
(1 M) X, while preserving its contextual information
and underlying brain structure. Secondly, we selectively
incorporate portions of the pseudo-healthy reconstruction
from the previous part into the image where necessary with
M REEC. The stitching step noises the cutout original im-
age to step t in every step of the ensuing iteration. The
reconstructed counterE;lrt is initialized in the same way us-
ing @) asx N @ Ol with T = 50, our
starting noise level for the stitching and re-sample process.
However, for all subsequent iterations, the reconstructed
counterpart is obtained by de-noising the combined result
of the stitching from the previous timestep t with (2):
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with the input X conditioning the process with a clearer
picture of the context structure in every step.

3.3. Re-Sampling

The stitching process of the original image and the ini-
tial pseudo-healthy (PH) reconstructed image may result in
some regions not aligning perfectly or exhibiting variations
in intensity scales, as depicted in the second column of Fig-
ure 5. We therefore employ re-sampling for harmonization
and in-painting effects. The concept of re-sampling was
initially introduced by Lugmayr et al. (2022) for in-painting
purposes, which involved pre-defined or manually selected
masks. In contrast, our approach leverages automatically
generated masks to effectively in-paint anomalous regions
and conduct anomaly detection. Additionally, by utilizing a
low noise level of T = 50 and taking advantage of the valu-
able information obtained from fitting initial pseudo-healthy
reconstructions Xp within the cutout anomalous regions of
the original image, our method achieves a significant reduc-






